Abstract. In this paper we propose a new method to detect cropped images by analyzing the blocking artefacts produced by a previous block based compression techniques such as JPEG and MPEG family that are the most used compression standards for still images and video sequences. It is useful for image forgery detection, in particular when an image has been cropped. The proposed solution is very fast compared to the previous art and the experimental results show that it is quite reliable also when the compression ratio is low, i.e. the blocking artefact is not visible.
Introduction
In the last years, the number of forged images has drastically increased due to the spread of image capture devices, especially mobile phones, and the availability of image processing software. Copy and paste is the simplest and most used technique to counterfeit images. It can be used to obtain a completely new image by cropping the interest part or to cover unwanted details. In image forensics it is important to understand (without any doubts) if an image has been modified after the acquisition process. There are two methodologies to detect tampered images: active protection methods and passive detection methods [1] . The active protection methods make use of a signature inserted in the image [2] . If the signature is no more detectable, the image has been tampered. These techniques are used basically to assess ownership for artworks and/or relative copyrights. Passive detection methods make use of ad-hoc image analysis procedures to detect forgeries. Usually the presence of peculiar artefacts is properly investigated and, in case of anomalies, the image is supposed to be counterfeit. Several algorithms exist in literature as reported in a recent survey [3] . Among others, a lot of methods in the field consider the possibility to exploit the statistical distribution of DCT coefficients in order to reveal the irregularities due to the presence of a superimposed signal over the original one [4, 5, 6, 7] . The usage of Discrete Cosine Transform (DCT) artefacts analysis have a further advantage due to the fact, that is the most used compression technique; JPEG [8] for still images and MPEG compression family [9] for video sequences make use of block based DCT data compression (usually 8x8 pixel size non-overlapping windows).
While there are a lot of algorithms in literature for the estimation of the quantization (and compression) history [5, 6] , there are only a few approaches for cropping detection [7] . In this paper a pipeline is suggested aiming to merge both techniques in order to obtain a more reliable system. In fact, blocking artefacts analysis works well when the image is aligned to the block boundary. But, in case the image has been cropped, this assumption is no more valid and the detection may fail. In the proposed system the quantization detection block is preceded by a cropping detection in order to align the image to the block boundary. It allows to increase the reliability of the detection and to better understand if only some parts of the image are tampered.
In Li et al. [1] the grid extraction is realized by extrapolating the Block Artefact Grid (BAG) embedded in the image where block artefact appears, i.e. the grid corresponding to the blocks boundaries. The authors introduce a measure of blockiness just considering the ratio between the sum of AC components of the first raw (and column) with respect to the DC coefficient in the DCT domain. One of the main drawbacks of the method is related to the fact that it requires to compute 8x8 pixels DCT again (in a dense way) over the image under detection, just to locate properly the correct alignment. Also the detection of tampered regions corresponding to misaligned grid is demanded to a visual inspection of the resulting filtering operation without a clear and objective measure. The same authors propose in [7] an interesting approach based on spatial consideration devoted to locate the BAG just combining together a series of derivative and non-linear filters to isolate blockiness avoiding the influence of textures or strong edges present in the input image. Unfortunately, both the techniques were not properly evaluated just considering a proper dataset (high variability with respect to resolution size) and a sufficient number of misalignments cropping with respect to the 8x8 grid. Also an exhaustive comparison just considering the overall range of JPEG compression factors is lacking.
As well described in [3, 10] the new emerging fields of Digital Forensics require to provide common benchmarks and datasets that are needed for fair comparisons among the numerous proposed techniques and algorithms published in the field.
The rest of the paper is organized as follows. In Section 2 the proposed technique is described; the next Section reports a series of experiments devoted to assess the effectiveness of the method. Finally, some conclusions are given together with a few hints for the future work.
Proposed System
The proposed solution can be used as stand-alone algorithm to detect crop operations or it can be inserted in a typical advanced pipeline for complex tampering detection using compression artefacts analysis. The proposed solution aimed to handle images without any further compression. In this case, in fact, the further compression may introduce blocking artefact that may deceive the algorithm. In Figure 1 an example aiming to detect the camera model from an image, after a copy/paste and re-encoding counterfeit process, is shown. In this case, the algorithms described in [5] and [6] can be used for the quantization detection, while the study proposed in [11] can be used for the signature detection block. Fig.1 : Block based schema of the pipeline used to retrieve the camera model from an image.
Algorithm description
The DCT codec-engines (e.g., JPEG, MPEG, etc.) typically apply a quantization step in the transform domain just considering non-overlapping blocks of the input data. Such quantization is usually achieved by a quantization table useful to differentiate the levels of quantization adapting its behavior to each DCT basis. The JPEG standard allows to use different quantization factors for each of the bidimensional DCT coefficients. Usually standard quantization tables are used and a single multiplicative factor is applied to modify the compression ratio [12, 13] , obtaining different quality levels. As the tables are included into the image file, they are also customizable as proved by some commercial codec solutions that exploit proprietary tables. Images compressed by DCT codec-engines are affected by annoying blocking artefacts that usually appear like a regular grid superimposed to the signal. In the following, we discuss a simple example based on the Lena image. The picture has been compressed using the cjpeg [12] software with a properly managed compression ratio, obtained modifying the quantization tables through the variation of the quality parameter in the range {10, 90} (see Figure 2 ). It is an annoying artefact visible especially in flat regions. It is also regular, since it depends on the quantization of the DCT coefficients of every 8x8 blocks. Unfortunately, this kind of artefact is not simple to be characterized (i.e., detectable) in the Fourier domain, since image content and the effect of the quantization step of the encoding pipeline mask the regular pattern, as shown in Figure 3 . We established to work directly in the spatial domain and, in particular, in the luminance component. The blocking artefact is basically a discrepancy in all the borders between adjacents blocks. It is regularly spaced (8x8 for JPEG and MPEG) and it also affects the image in only two perpendicular directions (horizontal and vertical if the image has not been rotated).
The straightforward way to detect such artefact exploits a derivative filter along the horizontal and vertical direction. The proposed strategy could be easily generalized to consider all possible malicious rotation of the cropped image, just iterating the process at different rotation angles. In Figure 4 the overall schema of the proposed algorithm is depicted. These filters are able to detect textures, as shown in the image below. It is very useful to retrieve textures of the image, but the blocking artefact effect is also masked. In order to detect only regular pattern and discard real edges, a very long taps directional filter has been used It was obtained by properly expanding the following 3x3 filters along the horizontal or vertical direction: ; 0 0 0
Bigger is the number of taps, better are the results, although computational time also increase. In Figure 7 is shown the result of a long directional filters with different kernel size. Experiments have shown that both the RPM H and RPM V measures allow discriminating, in a very robust way (e.g., with respect to the main content of the image), the periodicity of the underlying cropping positions. Such values can be extracted by considering a simple order statistic criterion (e.g., the maximum). Figures 8 and 9 show the plot of the two RPM measures, in case of no cropping (e.g., blocking artefact starts with the pixel [1, 1] ) and in case of malicious cropping at position [6, 5] . 
Experimental Results
To assess the effectiveness of any forgery detection technique, a suitable dataset of examples should be used for evaluation. According to [10] the input dataset contains a number of uncompressed images organized with respect to different resolutions, sizes and camera models. Also the standard dataset from Kodak images and from UCID v.2 have been used. The overall dataset can be downloaded from [14] . It is composed by 114 images with different resolution. Experiments were done varying in an exhaustive way the cropping position and the compression rate. Moreover the cjpeg [12], (i.e., the reference code for the JPEG encoder), has been used to compress the images and the flag -quality was used to modify the quality from 10 (high compression ratio) to 90 (low compression ratio) with the step of 10. In particular each image has been cropped in order to test every possible cropping position in the 8x8 block, just to consider the possibility to test the method also in presence of real regular patterns in the image that could influence the results. In TableTable 1 . Results of the proposed method. Experimental results show that performances increase according to the compression rate. It is reasonable, since the blocking artefact increases at higher compression ratio. In Figure 10 the RPM (only vertical) measure is shown at varying the quality factor (real crop position = 7). Reducing the quantization (i.e., increasing the quality factor), the peak is less evident and, in this example, with the quality=80 the estimation fails, since the effect of a real edge becomes predominant. The proposed solution was compared to the method described in [1, 7] . Unfortunately in these papers the cropping detection is not automatic, but it is supposed a visual inspection at the end of the process. In Figure 11 are shown the results of this method at varying the quality factor from 10 to 90 for the Lena image for a cropping position (3, 5) . It is evident that the cropping position is detectable up to q=40. Above this value it is no more visible. Similar results have been obtained for all the involved dataset.
Lenna -q=10; crop= (3, 5) ; Lenna -q=20; crop=(3,5); Lenna -q=30; crop=(3,5);
Lenna -q=40; crop=(3,5); Lenna -q=50; crop=(3,5); Lenna -q=60; crop=(3,5);
Lenna -q=70; crop=(3,5); Lenna -q=80; crop=(3,5); Lenna -q=90; crop=(3,5); [1, 7] applied to Lena image at varying the quality factor.
Conclusions
A new algorithm for cropping detection has been presented. It can be used in forensic applications to detect tampered images affected by cropping pre-compressed images. It can also be used in the pipeline with other blocks to increase the reliability of the results. The method is based on DCT artefacts analysis, in particular on the blocking artefacts that are detected through an adaptive system working in the luminance component. Experimental results show that, according to the blocking artefact behavior, the reliability of the response increase according to the compression ratio.
The main advantages of the proposed technique with respect to the state of the art are the speed (e.g. the [1] requires 50 seconds while the proposed solution requires less that 1 second for each inspection). Moreover it is a fully unsupervised (e.g., not require any visual inspection). Also its reliability is acceptable at lower compression ratio (i.e. when the blocking artefact is almost negligible). Further works will aim to increase the reliability of the system (e.g., by weighting differently the blocks contribution according to a flatness measure) and extending the methodology also to the color component, since these are heavily compressed. Moreover, further research will also devoted to exploit local information, in order to locate discrepancies inside the image (i.e., to discover copy and paste forgery).
